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Assurer — What you need to know
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CAcert

Major Changes

Changes include:

a) The Assurer Challenge
b) Essential Policy
c) Purpose of Assurance

d) The CCA and the Assurer
€) XXX
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I What is the e)‘f\cert

I Assurer Challenge?

I a. Assurer Challenge:

How many have passed the Challenge ?
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I What is the e’[e\cert

I Assurer Challenge?

I » was introduced April 2008

v Every Assurer has to pass the Challenge
« Not Challenged?

no longer an Assurer, as of April 2009

v 80% of 25 multi-choice questions
» CATS: Cacert Automated Training System
« your 1* challenge: you'll need a Client Cert

v As of today ... 3460 Assurers have done it :-)
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b. Essential
Policy

Non-Related Persons
(Disclaimer and Liceace)

i Licence frewn CAcen dns . the ‘beus’, 16 yoi, Tha user,

sar has no cxther witthy you, and hax oo comtiol nor knowledge as o B
o e e of the issuer. You alone take an all of the risk and ol of the
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Mheredine, 10 e fllest exion possible i liw, ISSUER DISCLAIMS ALL LIABIL
VO o bedalr of itself and its relared parties
nee
noe offiers you a nan-excluseve, non-rsferable PERMISSION TO USE cenificses

LIS the conificates as facilitated by your software. For example, you may
ctions, resd coails, load code ar otherwise, as facilisted by your softv
Y an any statements or claims made by the certificates or implied

third party agreditvent, 1l may b permit.
‘o may NOT RELY oa these

¢, mor mike
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| CAcert

I Essential Policy

I CAcert Community Agreement
(CCA)

http://www.cacert.org/policy/
CAcertCommunityAgreement.php
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| CAcert

I Essential Policy

I Assurance Policy (AP)

http://www.cacert.org/policy/
AssurancePolicy.php
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CAcert

Essential Policy

Assurance Handbook (AH)

http://wiki.cacert.org/
AssuranceHandbook?2

Not a Policy, rather

a working “practices” for the Assurer
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| CAcert

I Essential Policy

Non-Related Persons - Disclaimer and Licence
(NRP-Dal)

http://www.cacert.org/policy/
NRPDisclaimerAndLicence.php

for all non-members,
Licence to USE - but not RELY

(like an open source licence)
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| CAcert

I Essential Policy
I Dispute Resolution Policy

(DRP)

http://www.cacert.org/policy/
DisputeResolutionPolicy.php

What happens when something goes wrong?
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N A
Essential Policy eﬂcert

Practice On Names

http://wiki.cacert.org/
PracticeOnNames

How to deal with Name issues

(a ,practices” referenced in Handbook)
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CAcert

c. The Purpose of Assurance
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The Purpose e)[e\cert

of Assurance

What has all this got to do with Assurance?

For many reasons, it is essential that
we are all in this together!

Therefore, the Assurance Policy includes:
A Wider Purpose!
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The Purpose %Acert

of Assurance

Datei Bearbeiten  Ansicht  Chronik  Lesezeichen Extras  Hilfe
e S S l | I a | l ‘ e [ - c A LY a ICA |http:Nwww.cacert‘Drgp’pullcy,iAssuran:sPull:y.php
& Disal i E: i ]

© Disables £ Cookiesw | C55+ £ Forms= 52] Tmages~ @ Information® ) Miscellanenus® ./ " Qutline~ © 4 Resize~ . Tools~ f2
. Assurance Policy for CAcert Community Members
|
POLICY
Policy says:

Editor: Teus Hagen

Creation date: 2008-05-30
Last change by Tang

Last change date: 2009-01-08
Status: POLICY p200%0105.2

0. Preamble

1 - Assurance Purpose

Member
A Member 15 an individual who has agreed to the CAcert Commutty Agreement t (CCA) and has created succe

The purpose of Assurance is to add confidence
in the Assurance Statement made by

the CAcert Community of a Member.

www.cacert.org © CAcert, 2009
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The Purpose e)Acert

of Assurance

Section 1.1. - The Assurance Statement

The Assurance Statement makes the
following claims about a person:
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The Purpose
of Assurance

The 5-Finger-Rule

= Member

= Account

= Certificate
= Arbitration
= Data
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The Purpose e)Acert

of Assurance

1. Member
The person is a bona fide Member.

In other words, the person is a ‘o
member of the CAcert Community
as defined by the

CAcert Community Agreement (CCA)

Y
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The Purpose e)[e\cert

of Assurance

2. Account
The Member has a (login) account

with CAcert's on-line registration
and service system
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The Purpose %Acert

of Assurance

3. Certificate
The Member can be determined

from any CAcert certificate
iIssued by the Account
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The Purpose e)Acert

of Assurance

4. Arbitration

The Member is bound into

CAcert's Arbitration , !’
as defined by the

CAcert Community Agreement
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I The Purpose e)Acert

I of Assurance

I 5. Data
Some personal details of the Member
are known to CAcert:
- the individual Name(s),
- primary and other listed individual
email address(es),
- secondary distinguishing feature (e.g. DoB)
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The Purpose e)[e\cert

of Assurance

The Assurer checks
all 5 things!

In making the “Assurance Statement”
to add confidence in the Web-of-Trust.

Which is a big shift...
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The Purpose e)[e\cert

of Assurance

The Assurance Purpose:

Community is four new fingers

- account, membership, cert and Arbitration

Classical Identity is the thumb

- some details are known
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CAcert

d. The CCA and the Assurer
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I The CCA e)[e‘cert

CCA is an abbreviation and stands for

CAcert Community Agreement
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The CCA e)‘e\cert

Agreement to the CCA means:

> We are part of a Community
Members, Assurers, all...

> all are equal
including CAcert Inc., Arbitrators, Auditor

> we may RELY on certificates
and, beyond...
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I The CCA e)‘e‘cert

I CCA specifies R/L/O

= Risks: bad cert, bad security
= Liabilities: to 1000 euros

also, points, events, ... ,foreign courts”

= Obligations: security, principles, ...
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The CCA %Acert

exciting legal stuft:

= Law of NSW Australia
“english common law”

= the Arbitration clause (short, paraphrased)
,We agree that all disputes shall be
resolved by Arbitration under DRP”

= terminate: by Arbitration

= must maintain email address
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I How CCA relates e)[f\cert

I to the Assurance

I Agreement is created by:

“your signature on a form to request
assurance of identity ("CAP" form),”

New CAP form has it, old does not. So check it:

* CAP form has the request
* Member has requested Assurance


http://www.cacert.org/

I How CCA relates e)[f\cert

I to the Assurance

I Agreement is also created by:

“your request on the website to join the
Community and create an account,”

Check these:
* Member has account
* confirm email address is primary
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IAssurance Policy's
Assurance Statement

first finger — Membership:

Z | agree to the CAcert
Community Agreement.

Check these:
* your form has it
* Member knows of it
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CAcert

Chcert Assurance Programme
Identity Verilication Form (CAP) form
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Assurer also says... e’ﬁ\cert

= | have Verified the Member
= according to Assurance Policy

the Assurance Statement — the 5 finger rule
= | am an Assurer

Have 100 Assurance Points
Passed the Assurer Challenge

Assurer's Statement

Assurer's Name:
email?

il |, the Assurer, hereby confirm that | have verified the Applicant's Identity Information, | will witness the

Jate (yyyy-mm-od Assurer's signature
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| CAP Forms CAacert
I

Many questions...
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| CAP Forms CAacert
I

I Can old CAP forms be accepted? In short:

Yes, they can!

But ...
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| CAP Forms CAacert
I

I * There is no “official CAP form”

a20090303.1 rules that you can write your own
 What has to be on it?

Assurance Policy 4.5 defines the detail
» Existing CAP forms can be used

Write by hand the important clauses...
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| CAP Forms CAacert
I

The most important difference is this:

d | agree to the CAcert Community Agreement
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The main difference

CAcert Assurance Programme
Identity Verification Form

= A
CAcert::::
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2.

Applicants
Statement

Addtl.

‘| agree

to the
CAcert
Community
Agreement’

CAcert

ChAcert Assurance Programme
Identity Verilication Form (CAP) form
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P 1 Choan Dganisatien Aesuiands Froqramim Pecn s & shparaln spacial COAF fom.
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N A
Fixing old eﬂcer
CAP forms

Write it in by hand if you have to...

o T ITTTIT T T i ot UM U LS IV VE LD DY ITU UULUTTITTTL, WU GHISUTE LIS PIULEDSS
is being followed correctly. After 7 years if you wish to dispose of this form it's preferred that you shred and burn it. You
do not need to retain copies of ID at all.

at you tear the top of this form off and give it to the person you are assuring as a remm
t a side benefit the tear off section also contains a method of offline verification of our fingerprints.

\é ! Q-+ ]

A {
; — p [
\IY W\ T vty 0oy Bl (AL 0~ [, 0w v (/4
Q'é{ If\’ s ay i‘v} M LV 0H | A M L /1 { iy vuvynymvn ]

Applicants frent -
Names: Y v
Date of Birth: (vvyy-vmm-DD) v
Email Address: —
I'hereby confirm that the information stated above is both true and correct, and request the CAcert Assurer (identified below) to
www.cacert.org © witness my identity in the CAcert Assuranee Ploaramme.
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I For extra points... e’[e\cert
|

I » Member must request the Assurance

,I request the Assurer to assure me”
* Assurer conducts to AP

‘I verified the Member according to Assurance Policy”
* Confirmation of Assurer

“ am an Assurer”

Will not invalidate the assurance...
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CAcert

Variations in Name
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I Variations %ﬁ\cert

I In Name

I Principle of reduction:

= You may reduce information
ldDox ==> CAP Form ==> online system
= Never increase information
= the full Name from IdDox
either re-copy it, or add notes
= Multiple IdDox ==> write different names
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Variations CAacert

In Name

Specific Rules:

* Transliteration
v Umlaut to ASCII is possible
x  ASCII to Umlaut is forbidden

v+ UPPER/lower case is not significant

= Allow only what is in the document
» Record differences with notes
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Variations e’Acert

In Name

Identlty Verification For

ChAcert Inc. - P.O. Box 4107 - [ one East NSW 2112 - Ausirg
CAcer's Fool Cerificale shal fngerprints, class 1 1350 EC38 F44 BEED 3814 B2T

ag46 TE0E BFA3, class 3: DBAC 4269 07
The CAcert Assurance Programme (CAP) aims to verify the identities of Intern
tace witnessing of government-issued photo identity documents. The Applica
to the CAcert Community that the Assurer has met and verified the Applica
documents. Assurer may leave a copy of the details with the Applicant, ang
final form after the meeting. If there are any doubts or concerns about the

—~ b} ) b)) allocate points. You are encouraged to perform a mutual Assurance. é‘
y O to ’ O E For more |r1format|prj atmuT“ihe CAcert Assurance Programme, inclu g?.# - "‘ ,
Assurers, please visit: hitp://www. cacert.org ' ‘} 4"‘-‘_ % ,.."
A CAcert Arbitrator can require the Assurer to deliver the completel Z

years this form should be securely disposed of to prevent identiyg®isy

'{’P-l'
% Cx :
Assurer does not retain copies of 1D at all. £y ek ;
For the CAcert Organisation Assurance Programme thegg#s a separate special

I S O K b Ut Date and location of the face-to-face meeting: 2009-04-9 OpenExFﬁc 2009, Bern, Switzer
| Applicant's Identity

. Exact full nam n the |D: i [ \_q-_DE QFIDl: hown) r;lla:-c:nﬁ
betteris ... fj},}ﬁ;ﬁ?{; t1fo EYER Rriie

Email address: '_/,{ (:, ﬂ ..‘!C‘f N v I SRR ‘ Date of Birth (yyyy-mm-dd)

at AR - m a0 e ik e A e saraant
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Variations e’Acert

In Name

Identity Verification For

ChAcert Inc. - P.Q. Box 4107 - 1
p CAcers Baol Cerificale shal fngerprints. class 1+ 135C EC36 F449C BEED 3614 B2

The CAcert Assurance Programme (CAP) aims to verify the identities of Intern
face witnessing of government-issued photo identity documents. The Applicag® |
1o the CAcert Community that the Assurer has met and verified the Applicaniz,
documents. Assurer may leave a copy of the details with the Applicant, ang

final form after the meeting. If there are any doubts or concerns about th
8¢

L)
(13 b} (44 3y allocate points. You are encouraged to perform a mutual Assurance. 7
O For more information about the CAcert Assurance Programme, incluciiig®
Assurers, please visit: hitp://www.cacert.org ; i

A CAcert Arbitrator can require the Assurer to deliver the COZREETg

An d years this form should be securely disposed of to preyg entity
Assurer does not retain copies of 1D at all,

For the CAcert Organisation Assurance @ ramme thegg#s a separate special

ane East NSW 2112 - £

ig46 TECE BFA3, class 3: DBAC

Al Ty

Missing 2™ o g > . _
given name " ULR’CF?SC tL!_L E | | w;:;sl;i:;f rr;ss.
But better
IS ...

Email address é{ (:, R .f("f AL, L A T i Date of Birth (yyyy-mm-dd)

ai AR - m i e ek A mesarant
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I Variations

In Name

Step 1

Assurer note
Added as
Read

Added 2™
given name

www.cacert.org © CAcert, 2009

7t

O AR W E & N Nl -E"E\ —
b
Identity Verificati -
CAcert Inc. - P.O. Box 4107 - Denistone East NSW 4 - "‘-\
Gécert’s Root Certiicals shat fingerprints, class 1: 135C EC34 F43C BAE9 381A B270 CDB0 8846 T6CE 6733, clas- o g, - \.
The CAcert Assurance Programme (CAP) aims to verify the identiti o e T

face witnessing of government-issued photo identity documents. TAz, h’-\’
to the CAcert Community that the Assurer has met and verified t:
documents. Assurer may leave a copy of the details with the A
final form after the meeting. If there are any doubts or concerdSe
allocate points. You are encouraged to perform a mutual As/
For more information about the CAcert Assurance Prograr
Assurers, please visit: http://www.cacert.org
A CAcert Arbitrator can require the Assurer to deliver the co s
years this form should be securely disposed of to prevent ideg
Assurer does not retain copies of 1D at all.

For the CAcert Organisation Assurance Program

Date and location of the face-to-face meeting: 20488

(type of ID shown) max 35

Passperf

Exact full name on the®

LILRICH Lo

Email address: (:{L.RICH. (R U S L Date of Birth {yyyy-mm-dd)

Applicant's Statement

Make sure you have read and agreed with the CAcert Communitv Aareement

Ulrich Schroeter, Assurer Training Events, Sept. 2009
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Variations
In Name

" -
- Tl -
. ““‘-‘
ChAcert Ir P.C. Box 4107 - Denistone E 5 B
ooy Aset Cariicale sha § fingemens. dass FeaC BEEYIHLA BIT) COM) GRa) THGE 5Py Q:;\».,.
The CAcert Assurance Programme [CAP) alms to verify the identit 8,
face witnessing of government-issued photo idenfity documents. T

fz the CAcert Community that the Assurer has met and veritied
documents. Assurer may leave a copy of the details with the A /

final form after the meeting. Il there are any doubls or conger .!‘.._-:lall
allocate points. You are encouraged 1o perform a mudual _5‘%-'; -'Fgr?
For mare infarmation about the CAcert Assurance Progrard h‘." £p

Assurers, please visit: hitp:/'www.cacert.org
A ChAcert Arbitrator can require the Assurer lo defiver the oo

years this form should be securely disposed of to pravent identily
Assurer does not retain copdes of 1D af all
For the CAcert Organisation Assurance Frogramme there is a separate spec 3
Date and location of the face-to-face meefing: 2009-04-01, OpenExpo 2009, Barn, Swili
u L]
1 . . b I

(lypa of ID shown)

Pas Efﬂ‘it'

max 3%

u | ] L}
3 fl I l ISI I I I I Assurancyl Confirmgfion ChAcert.org
" Please check the follovving details match against what ftresse ¢ - wou met lan in person. You MUST MOT G0 Ham

proceed unless you are sure the details are carrect. GroBE negligen &y cause you ta be liable. Logout
Marme: Ulrich Wiolfgang Schroeter ‘
Crate of
assurance Birth DYRRSIED) + My Detail
| | certify that  Ulrich Wolfgang Schroeter has appeared in person

is possible | = — .

www.cacert.org © CAcert, 2009 Ulrich Schroeter, Assurer Training Events, Sept. 2009
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Variations CAacert

In Name

We have 3 objects with 2 ,transfer” tasks
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Face-to-Face @home
Meeting

www.cacert.org © CAcert, 2009
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I Variations e)‘f\cert

I In Name

We have 3 objects with 2 ,transfer” tasks

CAcert

weeases s person. vou MUSTIOT | G Home
i | Logout

lllll
.........

iy k. Lich Voigars Scivonter bas agmsared in persan
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Document => CAP form => Account

uc")u tO u(")u tO u(")u OK
uc")u tO uc")u to “OE” OK
“O” to “OE” to “O” forbidden

“OF” to ‘07 to forbidden
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Variations e’[e\cert

In Name

Forbidden ...
Means

You cannot finish the Assurance


http://www.cacert.org/

I Variations CAacert

I In Name

I For guidance, look to ,Practice on Names”
wiki.cacert.org/PracticeOnNames

Includes many examples

www.cacert.org © CAcert, 2009 Ulrich Schroeter, Assurer Training Events, Sept. 2009
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| CAcert

I The Signature

I = The Assurer isn't a graphologist
SO a simple procedure is needed
= The Member has to sign before the Assurer
If already signed, ask for another
= Compare the signatures ... and comment
= Easier to forge a signature at home
= Easier to do any squiggle
= Not easy to do both....


http://www.cacert.org/

CAcert

The Signature

CAcert Ruling

= Signatures if not exactly comparable
can be verified against other, actual
documents (i.e. Bank card, credit card)

= [ts better to ask for additional documents
than ask the Assuree to sign identical to
the shown document!


http://www.cacert.org/

entification Documents

EUROPESE UNIE TITEITSKAART Nl
KONINKRIJK DER NEDERLANDEN ? O—

Test Elektronischer Personalausweis
CeBIT 2009

Name/Surname/Nom

SCHROTER

Vornamen/Given names:

/Date Staatsangehorigkeit/Nationality”
> nat Nationalite y
Bt D
Whne of birth/Lieu de naissance
FRANKFURT

iltig bis/Date of expiry/
Date d expiration

05.03.2019 000001

Unterschrift der Inhaberin/des Inhabers - TaTab
Signature of bearer - Signature de |a titulaire/d i ¥

Permise de Condcddn
Kerekart
Hirerscein
Sibea Chnyrors
D iving Lizcenco
Ajuiartt

Femmis de Cordine
Enadinas Tiamins
Pacence 4i Gulde
Ceiia g Conduida
Forkare
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Homework

What documents can you expect?
* By location
- Where are you going?
- Whom can you expect to meet there?

- What are they likely to have?

* By appointment
- Ask the assuree



Homework

Where to get info about (unfamiliar) documents
and their security features?

* Request it from your government
* Visit a customs or immigration office
e Search the Web

* Ask other Assurers (note privacy...)

Can be done before, during, after the meeting



Homework

Resources on the web:

« PRADOQO: European Passports and Idcards
» wiki.cacert.org/AcceptableDocuments
* Wikipedia

* Your favourite search engine.

Be cautious
Many sources are weak

Check many places
Bottom line: reduce points for less confidence




PRADO

¥3 PRADO - Mozilla Firefox O] x|

Datei Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras @-

G_ - C X o & I (%) | i g I |1I 301 weiterlgitung 28 -

(&) Disabler /& Cookiess | €35~ | Forms~ [“| Images~ (@) Information _ ! Miscellaneous~ . Qutliner . o Resizer 7 Tools® Yiew Source OpkionsT ¢ @
@

| 3/ Kontakte | XING

&3] | |j Events/assurerTrainingEvents - CAcert..| I U PRADD

a | & -

The Council of the European Union

PRADQ |

PRADO Home Search by Issuing Country

Identity & Trawvel
Documents -

Search by Issuing

Country Countries P

Search by Tide
AUT - Austria (23]

Glossary
BEL - Belgium [29]
DicHonary

Identity & Travel CYP - Cyprus (4)

Documents -
National Contact
Points CZE - Czech Republic (22)
Help / FAQs

DEU - Germany (18]
About Us

DMK - Denmark (25)

ESP - Spain [35)

EST - Estania [29)

Select Country: I Select Country

pating in PRADO

= ek |

FIM - Finland (24

FRA - France (48]

GBR - United Kingdarm [32]

GRC - Greece (2]

HUM - Hungary (27)

ITA - Italy (16)

LT - Lithuania (21

LuA - Latuia (21)

MLT - Malta (10)

MLD - Metherlands (26])

POL - Paland ([40)

PRT - Portugal (20]

SWE - Slovakia (4] —

SWM - Slovenia (9]

SWE - Sweden [33])

-
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The meeting

“Standard” is at least one:
* Government-issued PASSPORT
 Photo IdDox

 Ask for more IdDox

Pafaland

pepa




The meeting

Compare the info IdDox <+ CAP form

e Name — all letters, in full

remember the Principle of Reduction

write it out in full if needed

e Date of Birth

many different formats

ordering can differ
you can always ask ....

Exgct full name on the 1D:

Idenmy Verlflcatlon |-or

Arert's Rool Cenificale shal fngs T o
The CAcert Assurance Programme (CAP) aims to verify the identities of Intern
face witnessing of government-issued photo identity documents. The Applical
to the CAcert Community that the Assurer has met and verified the Applicand
documents. Assurer may leave a copy of the details with the Applicant, any

allocate points. You are encouraged to perform a mutual Assurance.

Eor more information about the CAcert Assurance Programme, incluck
Assurers, please visit: http://www.cacert.org
A CAcert Arbitrator can require the Assurer to deliver the completef
years this form should be securely disposed of to prevent identiy
Assurer does not retain copies of ID at all.
For the CAcert Organisation Assurance Programme th
Date and location of the face-to-face meeting: 2009-044

(type of ID shown) max 35

LELRICH SC H] @ ER Passporr‘




The meeting

Tips
* Check the expiry date

does not invalidate the info
* Record the type

issuing authority, country

* Write it out again

in full, if needed
any errors can Kill it



The meeting

* |s photo affixed to or integrated?
* signs of tampering?

== ACM
8 | WOOMERA
o) DETAINEE

WMA NO: 00368
ID NO:

-




The meeting

e Person <« Photo
A striking similarity?

e Check issue date...




The meeting

Check security features.
- Stamps

- Watermarks

- UV features

Relief print

Holograms

Kinegrams

Note what you find
use a UV lamp...
signs of tampering?




The meeting

 Advanced features
- Some lines are not!
Hidden texts... (AU)
- Copy of photo (D, AU)
- Perforated copy of
photo (NL)
- Other?

* Note what you find
 signs of tampering?




Unfamiliar Documents

e Surprise! ldDox can be
est Elektronischer Personalausweis

rare, unfamiliar, strange, R
Inappropriate, useless,
false, fraudulent, dubai-ous....

Name/Surname/Nom

SCHROTER

de naissance

05.03.2019 000001

Unterschrift der Inhaberin/des Inhabers
Signature of bearer - Signature de

e Don't Panic!

“These documents are unfamiliar to me”



Unfamiliar Documents

 Don't Panic! o

“These documents L2 {
ey ” - i
are unfamiliar to me o g{g
|_|'|
|:I.|
! 3

» Verify what you can E
* record the features
* postpone the decision il

 do homework later :'*:::L.w "
i
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Unfamiliar documents

* Recall the Purpose of Assurance:
Your confidence in your Assurance Statement

* AP says:
less points if less confidence
ZERO points if ZERO confidence.

* If Negative Confidence
carry on
collect the evidence

file a dispute...



Unfamiliar documents

Rough Guide

* If the very first time, and

it feels like a real document
(it's like one you already know)

security features are found
research checks out

* allocate half points



Unfamiliar documents

Whatever happens...

 Inform the assuree

“These documents are unfamiliar to me.
| will have to research them.
| may allocate less points.”

* |t is your statement...

The Community is RELYING on you!
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