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3.1 Evidence Gathering

e Document, Document,
Document ....

» Audit, Arbitration and Support
can only efficiently work
If YOU, the Assurers
doing accurate and complete
documentation

 Sample: complete missing

names on CAP
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3.2 Evidence Gathering - CARS

* CARS — CAcert Assurer Reliable Statement

 Comparable to an affirmation

in German law @

 Another CAcert member or the Auditor can
RELY on the CARS statement
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3.2 Evidence Gathering - CARS

* The Assurance Statement on the web site
IS a CARS

+ Within Arbitrations information D
with CARS will be requested
 CARS will be used within CAcert for other

puUrposes
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3.2 Evidence Gathering - CARS

* On a falsery statement

you are liable!
« A CARS doesn't have to be signed @
digitally

* CARS In practice:
JUlrich Schroeter, CARS"
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3.3 Evidence Gathering — Advanced Assurance

Assurer Procedures:

- Unfamiliar IdDoxs

- POJAM

- Missing CCA Acceptance
on CAP Forms

- Privacy Breach

FER K& &
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3.4 Evidence Gathering — Advanced Assurance

o
o
o
o
o
o

Support Procedures
- Pwd Recovery w/ Assurance
- Name Change after Marriage

w/ Assurance
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3.5 Evidence Gathering — Advanced Assurance

* What is common ™
to all these cases? _
5

» Support or Arbitration ™

needs additional information o
from the Assurance, so the Assurer W
can bring in this information =
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3. Privacy Breach
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3.5.1 Evidence Gathering - PoJAM

¢ POJAM (Policy on Junior Assurers / Members) \?“:3
* Purpose: Parental acceptance to o

CCA
* Approach: handwritten note on CAP
Parental consent exists
Assurer >

CAcert



3.5.1 Evidence Gathering — PoJAM

Hiermit bestatige ich als Assurer, daB ich das Mitglied entsprechend der CAcert Assurance Policy Giberprift habe.

Hiermit best&hqe ich, da ich ein Mitglied der CAceri-Gemeinschaft bin, die Assurer Prifung erfolgreich bestanden habe
und mit mindestens 100 Assurance-Punkten dberprift wurde.

Unterschrift des Assurers: é,t ' Datum (JJJJ-MM-TT): 208 6523

57'4 %erzlitsuncf 0“&—“ Ec“fe-"’h L“-al e —

/Z/gcaﬁg

T L L T T L T T T T T T T T L T T L T L T T O O T T T O T L T T T T T T LT LTy

 Backside of CAP:

- Parental name
- Parental email
> for Arbitration case(s)
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3.5.1 Evidence Gathering — PoJAM

* First Assurer: present ,Parents-Kit"
e Link in Assurance Handbook

section: PoJAM

 Be filled out by the Junior Member
and the parents

* Parental form to present in each
Assurance by the junior member
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3.5.1 Evidence Gathering — PoJAM
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To: The Assurer:

Junior's Name:
Date of Birth: (yyyv-mm-DD)
Email Address:

Parent's Name:

Date of Birth: (yyyv-mm-DD)
Email Address:

Please read and agree with the CAcert Community Agreement
http://www.CAcert.org/policy/CAcertCommunityAgreement.php

mark here: O We hereby confirm that the Junior's and Parent's Information above is both
true and correct, and request the Assurer to assure the Junior in compliance with the
CAcert Assurance Policy.

mark here: O We agree to the CAcert Community Agreement.

Signature Junior:

Date (YYYY-MM-DD): 20__ - -

Signature Parent:

Date (YYYY-MM-DD): 20 - -

EENNNNN NN NN NN NN R NN NN NN NN NN NN NN NN N NN NN NN NN NN nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnaf
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3.5.2 Pwd Recovery w/ Assurance

 Pwd Recovery w/ Assurance

* Allocate a One-Time-Password
(A-Word) with Assuree
Write A-Word onto CAP.

* Give to Assuree: your name,
your email and A-Word.

* Write Email to Support
with informations:
Assurers name, email,
Assuree name, email + A-Word

CAcert
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3.5.2 Pwd Recovery w/ Assurance — Step 1

CAcert Assurer

Assurer's Name:

Photo ID Shown: (ID types, not numbers. eg Drivers license, Passport)

2 BRI s e T e
2 155
Ir__f_,_ /‘, -~ ; \.. 'J..'J 8 g : KoL .r{_',

Location of Face-to-face Meeting: V™ / & { o] / _/ bt 0 PO ) ¢ b !‘" e
Points Allocated: 53"'{ J ¥
I, the Assurer, hereby confirm that | have verified the Member according to CAcert Assurance Policy.
| am a CAcert Community Member, have passed the Assurance Challenge, and have been assured with at
Assurance Points. 2 F
Assurer's signature: PR Date (YYYY-MM-DD): 20_|

C .

/

o

CAcert



3.5.2 Pwd Recovery w/ Assurance — Step 2

Al supporbi@cacert. org;
_C..
Bekreff: Pwad Recovery w) Assurance over Karl Napp

; Dear 3Support,

E Today I'wve assure Earl HNapp at Frankfurt airport

in the Assurance he regquested for a Pwd reset E 'I t
: lof hisz account. : |||Eﬂ| ()

~ Support

é Name: EKarl MNapp
I |[Email: karl.napplexample.com

: |hssurer:

é MNatne : Olrich Schroeter
E Email: ulrichfcacert.ord

; We'we exchanged the A-Word: HO9Lg!Sa¥

E regards, uli e
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3.5.3 Evidence Gathering — Privacy Breach

* Privacy Breach ™
* Unexperienced Assurer asks o
experienced Assurer about W
data from Assuree. =
* Documentation on CAP backside: o
Privacy Breach: M
Who is involved, name, email %
experienced Assurer? ]
Why? (— Training) 5

When? Date, Time

CAcert



3.5.3 Evidence Gathering — Privacy Breach

« Backside of CAP
® %Wﬁf/ %ﬁ/

rsee comes witk wew bbe, oo
wocghted @isirterce Ly szfictisced Arwser
Borittizrd FoAded,  Lermttasd @oacertioy

P55 P07 AT
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3. Evidence Gathering — Summarize

e Documentation =N
2

 CARS

* Assurer procedures
IDdocs, PoJAM, missing CCA,
Privacy Breach

* Support procedures
eg. Pwd Recovery w/ Assurance

CAcert
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3. Evidence Gathering — Advanced Assurance

* More infos to read

CAcert
* https://wiki.cacert.org e
[Assurance/Training

CAcert


https://wiki.cacert.org/

Questions?
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